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Context for this talk

● Started as a discussion among friends about how gender-based violence 
was a non-existing conversation in hacker / free software groups

● We created a non-profit organization called Echap to help women shelters 
and organizations working with survivors

● Our work / experience focused on domestic violences for people being 
supported by women shelters



Today

● Let’s talk about cyber-violences in intimate partner violences

● Different types of cyber-violences

● How to disconnect from your ex

● Checking online accounts

● Checking devices with some forensic



How-to

● We have shared pads for notes / questions. Feel free to add notes and questions in 

English or Spanish

● You can ask questions in the chat

● Not a lot of space for interactive learning, but there is a learning exercise for after 

the session in the pad

● There are lots of resources for after this talk + slides will be shared

● Get in touch!



Disclaimer

/!\ This is a collective work, I am sharing here work done by Echap 
and many other people



Content Warning

We will talk about domestic violence, abuse and I will share some 
real-life examples of online domestic abuse



Cyber-violences



Cyberviolences

Cyber-control Cyber-surveillanceHarassment

● Mostly on social media
● Can be group 

harassment (e.g. 
Gamergate)

● In domestic violence, 
often one person 
harassment

● Fake accounts on 
social media

● Using technology to 
increase control on the 
survivor’s life

● Extend control outside 
of the house

● Asking for regular 
message, photos, 
videos

● Control of interactions 
online

● Intrusion in 

smartphones, emails 

etc.

● Stalkerware

● Tracking geolocation

● Intrusion in 

administrative accounts

● Using kids devices



Cyber-control

● Control is a key part of domestic abuse

● Technology allows to extend this control outside of the house

● Ex: In France, 90% of domestic violence survivors declared that their partner 

required them to be reachable all the time (Hubertine Auclert 2018)



Online Harassment

● Harassment can take very different forms depending on the context

● We generally think of harassment as online mobs (e.g. Gamer Gate)

● In intimate partner violence, harassment is generally done by few people:

○ Fake accounts in the name of the survivor

○ Non consensual publication of photos

○ Messages

○ Threats (80% in France - HA 2018)



Digital surveillance

● Very common when a large part of digital life is shared with the abuser

● Passwords can be shared and reused, hard to know what the abuser has 

access to

● Very little space for privacy in abusive relations

● Most common cases are: password stolen, phone connected to the account

● Smartphones allow to share geolocation through standard apps



Administrative violences

● Confiscation of administrative documents

● Control of most online accounts: bank, social services, taxes, phone plan etc.

● Bank details can be modified after separation to steal money

● Administrative surveillance: medical information, list of calls etc.



Stalkerware



Stalkerware

● Spyware products used on intimate partner violence

● Cost between 10$ and 30$ / month

● It is awful



But

● Stalkerware is the “cool tech topic” for media while it’s probably a small 

minority of cases

● A lot of digital surveillance techniques exist that are easier and cheaper

● We won’t solve the stalkerware issue without solving the violence issue

● We need to be careful with techno-solutionism



Internet of Things



IoT

Source: Abuse Vectors: A Framework for 
Conceptualizing IoT-Enabled Interpersonal 
Abuse



Airtags, cameras, GPS trackers





Feelings Facts
Strategies



Activity!

Share in the pad some forms of 
cyber-violences you have encountered in 

your work that are missing in this list



Disconnect from your ex



Shared life Leaving Separated 
Life

Living with an abusive partner 
who physically control and 
monitor how technology is 
used.

Limited possibilities for privacy 
and high risk of reprisal.

Key aspect is to secure 
communications with the 
survivor without adding more 
risks to the situation.

Attempt to leave the 
perpetrator.

Need privacy to prepare 
departure and have physical 
protection in new place.

Often a key moment to stay 
safe and disconnect from the 
abuser

Continue life without the abuser, 
both online and offline.

Need to stay connected with 
close people to have support.

Sometime need to stay in touch 
with the abuser and manage that 
securely.

Risk of harassment



How to disconnect

https://www.ceta.tech.cornell.edu/_files/ugd/c4e6d5_17845e4fcabc4335bee752945bb7b9c1.pdf 

https://www.ceta.tech.cornell.edu/_files/ugd/c4e6d5_17845e4fcabc4335bee752945bb7b9c1.pdf


How to disconnect

● List online accounts

○ Email, social networks but also administrative accounts (social services, 

bank…)

● List devices

○ List connected accounts (Google, iCloud)

● Pick a solid password strategy

● Change passwords

● Do specific checks on email and social media accounts

● Secure the devices



Checking Online Accounts



Key part of disconnecting / digital security

● Changing passwords is good, but not enough for social media / email 

accounts

● Different ways to keep access to the account exist

○ Phones connected to the account

○ App passwords

○ Auto forward

○ Apps etc.



Ex Google



Ex: Google



Ex: Google



Risks  of Social Networks

● Hacking or access to the account: shared or stolen password etc.

● Control: stalking, gathering personal information etc.

● Harassment: messages, threats, fake accounts…



Break - 10 minutes



Securing Devices



iPhones



iPhones

● There are many ways to share data on an 

iPhone, that can be used by an abusive 

partner

● Stalkerware apps are quite rare, they 

actually use access to iCloud data and 

backups



Share Geolocation

https://support.apple.com/en-us/HT210514



iPhone : Safety Check





Need to secure the iCloud account!

https://www.vice.com/en/article/88nzgx/how-jamie-spears-spied-on-britney-through-icloud 

https://www.vice.com/en/article/88nzgx/how-jamie-spears-spied-on-britney-through-icloud


Stalkerware

Read from 
https://spyzie.io/how-to-
track-someone-iphone-l
ocation.html 

https://spyzie.io/how-to-track-someone-iphone-location.html
https://spyzie.io/how-to-track-someone-iphone-location.html
https://spyzie.io/how-to-track-someone-iphone-location.html


iCloud 2FA



Some stalkerware 

https://xnspy.zohodesk.com/
portal/en/kb/articles/iphone-in
stallation-guide-15-12-2014 

https://xnspy.zohodesk.com/portal/en/kb/articles/iphone-installation-guide-15-12-2014
https://xnspy.zohodesk.com/portal/en/kb/articles/iphone-installation-guide-15-12-2014
https://xnspy.zohodesk.com/portal/en/kb/articles/iphone-installation-guide-15-12-2014


Check the list of apps from the backup

● Do an iPhone backup with iTunes / libimobiledevice (see https://docs.mvt.re/)
● Analyze the backup with MVT
● List of apps is contained in Info.plist file

https://docs.mvt.re/


Check the list of apps from the backup



Check the list of apps from the backup



Demo



Android



Android Devices

● Many embedded options to share 

sensitive information such as geolocation

● Need to secure the related Google 

account

● Android Stalkerware exist



Sharing on Google Maps

On some creepy websites :



Checking shared features

● No one place to check everything, need to check manually

● Geolocation: in Google maps or in the Google account “People and sharing tab”

● Pictures shared in Google Photos

● + Checks for apps with a lot of access



Android Stalkerware

Let’s see how it works 
https://support.hoverwatch.com/hc/
en-us/articles/207595389-How-to-I
nstall-Hoverwatch-for-Android 

https://support.hoverwatch.com/hc/en-us/articles/207595389-How-to-Install-Hoverwatch-for-Android
https://support.hoverwatch.com/hc/en-us/articles/207595389-How-to-Install-Hoverwatch-for-Android
https://support.hoverwatch.com/hc/en-us/articles/207595389-How-to-Install-Hoverwatch-for-Android


Stalkerware Features 

Source: “No Privacy Among 
Spies” (PETS 2023)



IOCs

https://github.co
m/AssoEchap/sta
lkerware-indicato
rs/



Allow USB debugging first

Checking with MVT



Checking with MVT



Checking with MVT



Demo



spytrap-adb

https://github.com/spytrap-org/spytrap-adb



Our Android Checklist

● Check Android account (and secure it)

● Check shared geolocation in Google Maps

● Check shared photo albums 

● Check apps that are device admin

● Look for stalkerware

○ Check if Play Protect is disabled

○ Check if the phone is rooted with Root Verifier

○ If needed: check with MVT / antivirus



Computers



Computers

● Several stalkerware have a 

Windows version

● AFAIK not possible to share 

geolocation through standard 

interface

● Some simple tools to look for 

suspicious programs



Autoruns



Running Processes



Review network connections



Conclusion



● Echap : https://echap.eu.org/

● IPV Tech bibliography : https://ipvtechbib.randhome.io/ 

● Email : etienne@maynier.eu

Thanks


