
Digital Threat Landscape
GIJN Cyber Investigation Training - Week 3



$ whoami
● Infosec engineer by training, worked in the industry for 

several years

● In 2016, joined the Citizen Lab to research targeted 
surveillance of civil society

● Since then, I worked at Amnesty International 
investigating spyware attacks. Now working for Human 
Rights Watch

● Into nerdy Internet anecdotes, political history and tea



Who are you?



Today
Let’s talk about Digital Surveillance :

● What is the landscape?

● How to investigate it?

● Different forms of digital surveillance

● Impact of digital surveillance

● Some 101 Digital Security Advices



What is Digital Surveillance?



What is Digital Surveillance?
● Digital surveillance is in every aspect of our life today
● Can be led by companies or by states, often both with shared interest



Let’s take your phone

Bluetooth trackers

Wifi Trackers

Celltower informations

Wiretapping of 
phone calls

Trackers hidden in 
smartphone apps

Data gathered by Google / 
Apple on the phone

Cloud Synchronisation



Surveillance Capitalism
● Since the explosions of data, companies have 

understood that they can make money with user 
data

● “Data is the new oil”

● Most companies are collecting as much data as 
possible on their customers in order to generate 
revenues 



Why do states carry out digital surveillance?

● Fight crime and all, but also, keep civil society under control

● Privacy is not only a right, but also a capacity for civil society to keep making the 
state accountable for its abuses



Investigating Digital Surveillance



Tracking the Surveillance Industry
● They want to hide but they need to exist
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Tracking the Surveillance Industry
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Tracking the Surveillance Industry
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Tracking the Surveillance Industry
● They want to hide but they need to sell

http://www.sibat.mod.gov.il/defense/ 

http://www.sibat.mod.gov.il/defense/


Tracking the Surveillance Industry
● They want to hide but they need to run



Different Forms of Digital Surveillance



Phone network monitoring

● Oldest form of digital surveillance, owned by most countries

● Assume phone calls can be monitored by authorities of the country you are in



Phone Network Monitoring

https://www.amnesty.org/en/wp-content/uploads/2022/10/AFR65357
72021ENGLISH.pdf



Celltower dump
● Cell towers contains traces of location of all the phones in the area

https://www.aclu.org/news/national-security/cell-tower-dumps-another-surveillance-technique 



Celltower Dump



Phone network monitoring : IMSI Catchers
● Portable fake Base Station

● Allows to identify IMSI numbers 
in the zone + potentially hijack 
phone and network traffic

https://arstechnica.com/tech-policy/2013/09/meet-the-machines-that-steal-your-phones-data/
https://www.eff.org/wp/gotta-catch-em-all-understanding-how-imsi-catchers-exploit-cell-networks 



Phone network monitoring : IMSI Catchers



Phone network monitoring : SS7



Phone network monitoring : SS7

https://www.thebureauinvestigates.com/stories/2020-12-16/spy-companies-using-channel-islands-to-track-phones-around-the-world 



Phone network monitoring : SS7

https://citizenlab.ca/2020/12/running-in-circles-uncovering-the-clients-of-cyberespionage-firm-circles/



Internet Monitoring
● Many countries have installed systems to inspect internet traffic
● Deep Packet Inspection (or DPI) 
● Most famous cases are the usage of French surveillance technology in Libya and 

Egypt

https://www.fidh.org/en/region/north-africa-middle-east/egypt/surveillance-and-torture-in-egypt-and-libya-amesys-and-nexa



Questions?
Break time!



Phishing
● Phishing campaigns are the most 

common threat

● It’s simple, yet it works

● Never underestimate attacks without 
technical complexity (even if they don’t 
make headlines)



Phishing

Ref: 
https://www.cbsnews.com/news/the-phishing-email-th
at-hacked-the-account-of-john-podesta/ 



Spyware Attacks
In the same way, most spyware attacks are technically quite simple : 
attached files, files shared in a chat group

https://citizenlab.ca/2013/02/apt1s-glasses-watching-a-human-rights-organization/ 



Spyware Attacks

Ref: 
https://www.amnesty.org/en/wp-conte
nt/uploads/2021/10/AFR5747562021
ENGLISH.pdf



Advanced Spyware Attacks

https://citizenlab.ca/2016/08/million-dollar-dissident-iphone-zero-day-nso-group-uae/



https://www.amnesty.org/en/latest/research/2018/08/amnesty-international-among-targets-of-nso-powered-campaign/



First 0 click Attacks



NSO Group in Morocco

https://www.amnesty.org/en/latest/research/2020/06/moroccan-journalist-targeted-with-network-injection-attacks-using-nso-groups-tools/



Network Traffic Injection

https://www.amnesty.org/en/latest/research/2020/06/moroccan-journalist-targeted-with-network-injection-attacks-using-nso-groups-tools/



https://forbiddenstories.org/about-the-pegasus-project/



Lessons Learnt from Pegasus Project

● Spyware abuse isn’t only a Middle East Issue

● Most attacks were using 0 click attacks abusing Apple apps on iPhones

● Exploitation was often done for just a few days to optimize licences



APT Groups

https://attack.mitre.org/ 



The Spyware Industry

Candiru

Quadream



Hacker for hire



Forensics Tools
● Owned by most police forces in the world
● The leading company is Cellebrite, but also 

GrayKey, Magnet Forensics

https://www.haaretz.com/israel-news/2021-03-18/ty-article/.premium/israeli-phone-hacking-firm-cellebrite-halts-sales-to-russia-after-h
aaretz-report/0000017f-ef02-d8a1-a5ff-ff8a33350000



Forensics Tools



WEBINT / OSINT
● Platforms gathering open source information from social networks, internet etc.

● Hard to know what is true and what is BS

● In reality probably combining this data with many other sources





WEBINT / OSINT surveillance



WEBINT / OSINT surveillance



WEBINT / OSINT

https://about.fb.com/wp-content/uploads/2022/12/Threat-Report-on-the-Surveillance-for-Hire-Industry.pdf



WEBINT / OSINT



https://www.forbes.com/sites/thomasbrewster/2023/03/21/andrei-masalovich-avalanche-russia-cambridge-analytica/



ADINT
● ADvertisement INTelligence
● Trackers in everyday apps, gathering geolocation of millions of people and 

reselling it for intelligence

https://www.vice.com/en/article/jgqm5x/us-military-loc
ation-data-xmode-locate-x



ADINT

https://www.wired.com/story/fbi-purchase-location-data-wray-senate/



ADINT
From an OSINT vendor brochure : “This gives rise to the idea of ADINT or Ad-Intelligence. ADINT 
aims to use global mobile advertising data to achieve unique intelligence insights without deploying 
any special sensor equipment.

The most powerful application of ADINT is to perform a massive geolocation. Our DEEP ADINT 
platform collects data from multiple mobile ad platforms such as XXX and XXX.

By using multiple sources and multiple ad formats, our platform is able to achieve high coverage of 
users in a particular geographic area. The platform allows the compilation of various types of 
location-based data sources, for use as search, analysis, and monitoring of an individual or area. The 
information is displayed in a simple interface and uses an interactive display map. Interactive maps 
allow users to filter and analyze intelligence data facilitating investigations.”



Bonus : Disinformation

https://about.fb.com/wp-content/uploads/2023/05/Meta-Quarterly-Adversarial-Threat-Report-Q1-2023.pdf 



Questions?
Break time!



Impact of Digital Surveillance



Chilling Effect

Feeling surveilled clearly has an effect on freedom of expression



Psychological Impact
● Under-researched topic

● Clearly, being hacked has an important psychological impact on some 

people

● As journalists, think about it when investigating digital surveillance



Digital Security



Rule n°1: yes, you can improve your digital security



Digital Security : need for methods & tools



Method 1 : Assess the threats you are facing
● In the physical world, we do threat analysis all the time

● It doesn’t work in an innate way online, we need to do a conscious threat analysis

● It’s pretty simple : 
○ List the digital threats you may face, all of them

○ Estimate the probability and impact

○ Each time a risk is too high, find solutions against it



Method 2 : Compartmentalize
● Sometimes you can’t afford to fail

● Compartmentalize everything!

● Tails help, but a different hardened phone with new phone number can work



Method 3 : Understand digital security and know when to get 
support
● You will need to have some solid bases at digital security

● AND know when you don’t know and need to ask support

● Find tech people you trust and work with them



Tools 1 : End to end encryption FTW



Tools 1 : End to end encryption FTW
● Unbelievable 10 years ago, now easily available in many places

● / ! \ with metadata !

● Now everywhere in chat apps

● But also available in some web apps

● Bonus : use disappearing messages



Tools 2 : Secure Your Phone
● Securing devices is a complex process

● Major improvements in smartphone security 

over the past years

● iPhones : keep it up to date + Lockdown mode

● Android : 
○ Harder, the most secure is probably a Pixel with latest 

updates

○ If you want extra security, try Graphene OS



Tools 3 : Use Two Factor Authentication 
● Key aspect to improve security of your online 

accounts

● Second factor beside your password

● Any 2FA is better than 2FA, but
○ Try to avoid SMS

○ If you can, use hardware keys



Ressources



Questions?



Bonus discussion : working with tech experts

● Be clear on what you are looking for

● Develop trust relationship

● Double check their technical analysis still



For Thursday
Pick one of the investigations from the use-cases and read it in depth. Dig into the 
details : how is this surveillance working? How was the investigation done? Can you 
learn more about this type of surveillance?

We will talk about each case on Thursday. 


