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Today
● Objective : learn how to investigate digital infrastructures

● 1 - How do they work?

● 2 - What data sources are available?

● 3 - Examples



How Digital Infrastructure Work?



Technology is easy

Type GIJN.org in your 
browser 



Under the hood



Domain Name: How does it work?

IP Address 34.122.151.197

gijn.orgWant to access 

Need to get the 
IP Address 



Domain Name: How does it work?

gijn.org 34.122.151.197

Domain Name System



Domain Name: How does it work?



Domain Name: Different DNS Types



Domain Name: Registration

Public Internet Registry
Registry managing .org

GoDaddy 
Registrar used to buy gijn.org



Domain Name: Whois
● Registries maintain databases of domain owner information called 

WHOIS

● Registrars have to collect information for this database

● Now most data is hidden for privacy reasons

● Still useful to know when a domain was registered



Let’s check GIJN Whois

Connect to https://centralops.net/co/ and check 
gijn.org 

https://centralops.net/co/


Whois



Domain Structure

helpdesk.gijn.org

Top Level Domain (TLD)

Domain Name
-> Whois information

Subdomain
-> Each subdomain can have different DNS 
entries (wildcard DNS configuration exist)



Now the Server

Just a computer running in someone’s network

Need an IP address to be able to communicate

IPv4 like 34.122.151.197

IPv6 like 2a00:1450:4007:80e::200e



IP Address
● Regional Internet Registries distribute IP ranges to organisations

● To be accessible on Internet, they need to be part of an Autonomous System 
(AS), an organisation identified by a number and that can advertise IPs on 
Internet

● Anyone can register an Autonomous System, some companies have several AS



Autonomous Systems



GIJN

Let’s check GIJN IP : 34.122.151.197 on ipinfo.io



IP Addresses 

162.55.191.113 belongs to AS396982 Google LLC



Bonus : you can use Whois for IP addresses



HTTPs Certificates 

● Internet was developed in a very insecure way, security was added after

● HTTP is the default protocol for the web, HTTPs its secure version

● “Check that there is a green lock”



HTTPs: how does it work?

Browser

Certificate Authority

Trust

Website 
Certificate

Generate signed 
certificates for websites



gijn.org



Exercice

What can you find on https://www.afp.com/ ?

https://www.afp.com/


Break time



Getting more interesting information



1 - Historical Whois



Historical Whois



Historical Whois



Whoxy



2 - Passive DNS



Passive DNS



DNSDB



What kind of server is it?



Other example : what kind of server is it?



Passive DNS
Lots of specific cases when analyzing passive DNS, some examples: 

● CDN / Reverse Proxy : Cloudflare, Fastly, Sucuri Web Protection

○ Hide the real IP of the server

● Sinkhole

● Parking pages



3 - Certificate Transparency



Certificate Transparency Databases



Certificate Transparency Databases



Certificate Transparency Databases



4 - Internet Wide Scans



Internet Wide Scans



Internet Wide Scans



5 - Bonus Analytics ID



Bonus: Analytics ID

See https://www.bellingcat.com/resources/how-tos/2015/07/23/unveiling-hidden-connections-with-google-analytics-ids/ 







Exercise

What can you find on https://www.afp.com/ ?

https://www.afp.com/


Break time



Additional Interesting Platforms



Virus Total 



URL Scan



AlienVault OTX



Maltego





Maltego



A first list of platforms

https://gist.github.com/Te-k/2a5a1885249cfd07f417b47d291c4b98 

https://gist.github.com/Te-k/2a5a1885249cfd07f417b47d291c4b98


Real Life Examples



1 - Endless Mayfly



Endless MayFly

https://citizenlab.ca/2019/05/burned-after-reading-endless-mayflys-ephemeral-disinformation-campaign/ 



Weird Reddit Blogpost



Weird Reddit Blogpost











Short URLS



Short URLs



2 - Phishing from Uzbekistan



https://www.amnesty.org/en/latest/research/2020/03/targeted-surveillance-attacks-in-uzbekistan-an-old-threat-with-new-techniques/ 



document-word-live-con-5c84ee09770bf5962b9d8c48540a5a69.my-id.top used in the 
email -> my-id.top







Also using Passive DNS data





3 - Lavina Pulse



Lavina Pulse

https://www.forbes.com/sites/thomasbrewster/2023/03/21/andrei-masalovich-avalanche-russia-cambridge-analytica/?sh=3a9fdfb8424a 



How would you do?



Find all domains related with Lavina Pulse

Website : avalanche.su



Passive DNS data

5000+ subdomains? What 
could have happened 
there?



Wildcard DNS record



Certificates



Among these:

● dagestan.avl.team
● managua.avl.team
● rosatom.avl.team
● tuva.avl.team
● vietnam.avl.team
● severstal.avl.team





4 - Pegasus





JARM

https://engineering.salesforce.com/easily
-identify-malicious-servers-on-the-intern
et-with-jarm-e095edac525a/ 



JARM



In Censys



Additional tips from 2018 report

From: 
https://www.amnesty.org/en/latest/res
earch/2018/08/amnesty-international-a
mong-targets-of-nso-powered-campai
gn/ 



Additional tips from 2018 report



Some General Advices



Starting an investigation
● What do you know to start? 

● What are you looking for?

● What would be the ideal case? (Help making trade-of time/interest)



Doing an investigation

● Take notes of everything

● Map things : graphs, lists, timelines…

● Think about TTP

● It’s okay to be lost



Finishing an investigation

● Take distance / time out of your research

● Make your conclusions

● Assess the hypothesis leading to your conclusion, are they all strong?

● Ask external people / tech export to review your conclusions



Analysis of competing hypotheses



Getting better at investigations

● Practice, practice, practice

● Learn to see what’s normal, to find weird

● Take notes on tips and tricks

● Develop your workflows

https://inteltechniques.com/osintbook/



Questions?



For Wednesday
Pick the website of the media you are working for. Try to gather as 
much evidence as possible about it : 

● DNS/Passive DNS
● Whois / Historical Whois
● Certificates
● Technology used
● Anything else

Prepare a short summary to share with the group


